How to Setup the Screen Permissions

The Screen Permissions tab on User Roles allows the user to control the permissions of any screen in i21. This is also where the user can set the
permission to open a screen as read only or only allow a user to add new records but not view existing records.

Here are the steps on how to setup the Screen Permissions:

. Log in as Admin user

. On user's menu panel, go to System Manager folder then click User Roles
. Select and open a User Role on Search User Roles

. Click the Screen Permissions tab

. Click the Add button.
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User Role - ADMINISTRATOR

Mew Save Search Undo Delete Duplicate Import Report Close
Details Users | Audit Log(11)
Role Name = ADMINISTRATOR Role Type * Administrator ~
Description
Menu Layout || Screen Permissions | Control Permissions = Sub Roles
X Delete Set Permissions ~ | Report  fR View Filter (F3) ol
Screen Name Module Permission

If the add button is clicked for the first time on the build, Generating of listings will appear before Add Screen Permissions screen

Generating Listings. This may take a while...

—

6. Select the screen/s from the list on Add Screen Permissions screen, then click Open Selected toolbar button

Add Screen Permissions O x

Open Refresh Excel PDF Text CSV Close
Add Screen Permissians
28 view  Q |Filter (F3) 977 record(s) (6 selected)
Screen Name
/| General Journal
/| Edit Account
| Entity
+ Load Schedule
| Batch Posting
| Baxch Posting Result

Bill Batch

Import Vouchers from Origin

Module
General Leager
General Ledger
Entity Management
Logistics

Accounts Payable
Accounts Peyable
Accounts Paysble

Accounts Payable

Pey Gills Detail Accounts Peyable

Purchase Order Accounts Payable

Post Preview Accounts Payable

Add Payables Accounts Peyable

Recurring History Accounts Payable
7 ) U Resdy

. Select Permission of the screens:
a. No Access- User will receive a message saying they do not have permissions to open the selected screen

b. View Only- All fields are read only

i. All controls for editing will be disabled
c. Add Only- User can only add new records and not view existing
i. Search and delete buttons will be disabled.
d. View / Add- User can View (read-only) or add new records

i. If record is new, rules will not apply. If existing, all controls for editing will be disabled

e. Edit - User can view, and edit existing records

i. New and delete buttons will be disabled.



Menu Layout | Screen Permissions | Control Permissions | Sub Roles

+ Add X Delete Set Permissions | View Only
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Repart 88 view Filzer (F3)

v/ Sersen Neme Noscess= Permission
~ General Journal View Only
+ Edit Account View/Add ineral Ledger View Only
v Entity Edit tity Management View Only
v Load Schedule Logistics View Only
~ Batch Posting Accounts Payable View Only
~ Batch Posting Result Accounts Payable View Only

8. Click Save toolbar button

NOTES:

User - user-1

New Save Search Refresh Delete Undo Additional ~  APIKey 2-5tep Verification Close

Entity | User | General = Messages  Activities (0) = Attachments{0) = Auditlog(2) Origins  Entity Type

Detail | User Roles | External Module | Registered Computers | Login History

+ Add X Delete Report  BE View Filter (F3) e
Location Name™* User Role™
0001 - Fort Wayne ADMINISTRATOR
0001 - Fort Wayne ADMIN

= |f the user has multiple roles setup in a location, and both roles has a restriction on a screen, there will be a prioritization in the permission
Screen Permission prioritization order:
1. Edit
2. View/Add
3. Add

4. No Access

Role Permission Setting Expectation
Role 1 = Administrator = Edit The user will be able to access/open the screen even if one role does not have access
Role 2 = ADMIN No Access

= However, if one of the roles has permission and the other do not or has a full access

Role Permission Setting Expectation
Role 1 = Administrator = None / Full access The user will not be able to access/open the screen
Role 2 = ADMIN No Access

Here are the steps on how to setup the Screen Permissions:

1. Login as Admin user

2. On user's menu panel, go to System Manager folder then click User Roles
3. Select and open a User Role on Search User Roles

4. Click the Screen Permissions tab




5. Click the Add button.
User Role - ADMINISTRATOR

Mew Save Search Undo Delete Duplicate Import

Details Users Audit Log (B)
Rale Name + ADMINISTRATOR

Description

X Delete Set Permissions

Screen Name

If the add button is clicked for the first time on the build, Generating of listings will appear before Add Screen Permissions screen

Menu Layout | Screen Permissions | Control Permissions

Export Close

Role Type

Sub Roles
~ | BB Wiew

Module

Generating Listings. This may take a while...

——

Fileer (F3)

6. Select the screen/s from the list on Add Screen Permissions screen, then click Open Selected toolbar button

Add Screen Permissions

Open Refresh Report ~ Close

Add Screen Permissions
Bview Q| Filer (F3) 979 record(s) (6 selected)

Screen Name

<

General journal
| EditAccount

/| Entity

v Load Schedule

| Batch Posting

| Baten Posting Resuit
Bill Batch
Import A P Invoice
Pay ills Detail
Purchase Order
Recap Transaction
Received liems

Recurring History

P

& U Ready

Module

General Ledger
General Ledger
Entity Management
Logistics
Accounts Peysble
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Peysble
Accounts Payable
Accounts Peysble

Accounts Payable

* Administrator

7. Select Permission of the screens:

Permission

a. No Access- User will receive a message saying they do not have permissions to open the selected screen
b. View Only- All fields are read only
i. All controls for editing will be disabled
c. Add Only- User can only add new records and not view existing
i. Search and delete buttons will be disabled.
d. View / Add- User can View (read-only) or add new records
i. If record is new, rules will not apply. If existing, all controls for editing will be disabled
e. Edit - User can view, and edit existing records
i. New and delete buttons will be disabled.

Menu Layout | Screen Permissions | Control Permissions | Sub Roles

+ Add X Delete Set Permissions  |View Only Repart B View Filter (F3) o
v| Screen Name No Access pdule Permission

~ General Journal eral Ledger View Only
+  Edit Account View/Add ineral Ledger View Only
v Entity Edit tity Management View Only
v Load Schedule Logistics View Only
~ Batch Posting Accounts Payable View Only
+ Batch Posting Result Accounts Payable View Only

8. Click Save toolbar button

NOTES:



Entity - user-1

Mew Save Search Refresh Delete Undo Additional ~ Archived Reports APl Key 2-StepVerification Close

Entity User General Messages Activities (1) = Attachments {0} Audit Log (3) Qrigins Custom Crop Insurance

Detail | UserRoles | External Module | Registered Computers | Login History

+ Add X Delete B View Filter (F3) cu
Location Name* User Role™®
0001 - Fort Wayne ADMINISTRATOR
0001 - Fort Wayne ADMIN

® If the user has multiple roles setup in a location, and both roles has a restriction on a screen, there will be a prioritization in the permission

Screen Permission prioritization order:

1. Edit
2. View/Add
3. Add
4. No Access
Role Permission Setting Expectation
Role 1 = Administrator = Edit The user will be able to access/open the screen even if one role does not have access
Role 2 = ADMIN No Access

® However, if one of the roles has permission and the other do not or has a full access

Role Permission Setting Expectation
Role 1 = Administrator = None / Full access The user will not be able to access/open the screen
Role 2 = ADMIN No Access

Here are the steps on how to setup the Screen Permissions:

1. Login as Admin user

2. On user's menu panel, go to System Manager folder then click User Roles
3. Select and open a User Role on Search User Roles

4. Click the Screen Permissions tab



5. Click the Add button.

User Role - Non-Admin

New Save Search Undo Delete Duplicate Close

Details

Menu Structure | Screen Permissions | Control Permissions

Screen Name

X Deletz  Set Permissions:

If the add button is clicked for the first time on the build, Generating of listings will appear before Add Screen Permissions screen

v B8 Layout Q |File

Module

Generating Listings. This may take a while...

Add Screen Permissions

Audit Log (B)
Role Name: | Non-Admin Role Type: User
Description: | Non-Admin

Permission

Open Selected Refresh Export ~ Close

o

803 records (7 selected)

Screen Name

Filter Toolbar
Import A P Invoice
Pay Bills Detail
Purchase Order
Recap Transaction
Received ltems
Recurring History
Recurring Transaction
Taxes

Utility Message
Vendor Expense Approval
Vioid Check Options
Account Status Codes

8 0
- ¥

Ready

Module

«~ General journal General Ledger

+  Edit Account General Ledger

~ Entity Entity Management
« Load Schedule Logistics

~ Batch Posting Accounts Payable
~'| Batch Posting Result Accounts Payable
~ BillBatch Accounts Payable

Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable

Accounts Receivable

7. Select Permission of the screens:

a.
b.

C.

Menu Structure

No Access- User will receive a message saying they do not have permissions to open the selected screen
View Only- All fields are read only

i. All controls for editing will be disabled
Add Only- User can only add new records and not view existing

i. Search and delete buttons will be disabled.

. View / Add- User can View (read-only) or add new records

i. If record is new, rules will not apply. If existing, all controls for editing will be disabled

. Edit - User can view, and edit existing records

i. New and delete buttons will be disabled.

Screen Permissions | Control Permissions

4+ Add X Delete Set Permissions: BB Layout Q, |Filter Records (F3)

~| Screen Name No Access dule Permission
v General Journal ] WView Only Eneral Ledger View Only
v Edit Account Add neral Ledger View Only
v Entity View/Add tity Management View Only
v Load Schedule Edit gistics View Only
v Batch Posting Accounts Payable View Only
v Batch Posting Result Accounts Payable View Only
v Bill Batch Accounts Payable View Only

8. Click Save toolbar button



NOTES:

Entity - user-1

Mew 5ave Search Refresh Delete Undo Additional ~ Archived Reports APIKey 2-StepVerification Close

Entity User General Messages Activities (0) = Attachments {0} Audit Log (3) Origins Custom Crop Insurance

Detail | UserRoles | External Module | Registered Computers | Login History

4+ Add X Delete 55 View Filter (F3)
Location Mame™ User Role™
0001 - Fort Wayne ADMINISTRATOR
ADMIN

0001 - Fort Wayne

® [f the user has multiple roles setup in a location, and both roles has a restriction on a screen, there will be a prioritization in the permission

Screen Permission prioritization order:

1. Edit
2. View/Add
3. Add
4. No Access
Role Permission Setting Expectation
Role 1 = Administrator | Edit The user will be able to access/open the screen even if one role does not have access
Role 2 = ADMIN No Access

® However, if one of the roles has permission and the other do not or has a full access

Role Permission Setting Expectation
Role 1 = Administrator = None / Full access The user will not be able to access/open the screen
Role 2 = ADMIN No Access

Here are the steps on how to setup the Screen Permissions:

® Login as Admin user

® On user's menu panel, go to System Manager folder then click User Roles
® Select and open a User Role on Search User Roles

® Click the Screen Permissions tab



® Click the Add button.

£ User Role - ADMIN a|[=]x
b w7 — Z
o w ¥ 5 & [
New Save Search Unde Delete Duplicate Close
Role Name: | ADMIN Enable Administrator rights
Description: | Do not use in Production. For Demo Purposes Only.
Menu Structure Screen Permissions Control Permissions Company Locations
© Delete | =] Layout + T Set Permissions: ¥

[] Screen Name Maodule Permission

If the add button is clicked for the first time on the build, Generating of listings will appear before Add Screen Permissions screen

Generating Listings. This may take a while...

® Select the screen/s from the list on Add Screen Permissions screen, then click Open Selected toolbar button

3 Add Screen Permissions BEIES

. |23

Open Selected | Refresh  Close

\? 657 records (10 selected)
Screen Name Module

General Journal General Ledger
Edit Account General Ledger
Entity Entity Management
Batch Posting Accounts Payable
Batch Posting Result Accounts Payable
Bill Accounts Payable
Bill Batch Accounts Payable
Filter Toolbar Accounts Payable
Import A P Invoice Accounts Payable

: Paid Bills History Accounts Payable
[C] PaysBills Accounts Payable
[E] PaysBills Criteria Accounts Payable
[C] PayBills Detail Accounts Payable
[F] Purchase Order Accounts Payable
[F] Recap Transaction Accounts Payable
[[] Received Ttems Accounts Payable
[F] Recurring History Accounts Payable
[F] Recurring Transaction Accounts Payable
[F] Vendor Expense Approval Accounts Payable -

@ D ) Ready

® Select Permission of the screens:
© No Access- User will receive a message saying they do not have permissions to open the selected screen
© View Only- All fields are read only
© Add Only- User can only add new records and not view existing
© View / Add- User can View (read-only) or add new records
© Edit - User can view, edit and add new records

Menu Structure Screen Permissi Control Permissi Company Locations
@ Add (@ Delete | = Llayout v F Set Permissions: | View Only| i
Screen Name Module No Access

Filter Toolbar Accounts Payable View Only
Bill Batch Accounts Payable Add
Bill Accounts Payable View/Add

Batch Posting Result Accounts Payable Edit

Batch Posting Accounts Payable View Only
Entity Entity Management View Only
Edit Account General Ledger View Only
General Journal General Ledger View Only
Import A P Invoice Accounts Payable View Only
Paid Bills History Accounts Payable View Only

® Click Save toolbar button

Here are the steps on how to setup the Screen Permissions:



Log in as Admin user
On user's menu panel, go to System Manager folder then click User Roles
Select and open a User Role on Search User Roles

Click the Screen Permissions tab
Click the Add button.

1 &5 User Roles B=1ER
Y B off —
s & Q¥ H
New Save Search Undo Delete Close
Role Name:  Admin Role Enable Administrator rights
Description: | Admin Role
Menu Structure Screen Permissi Control Per
(© Delete | 2 Layout~ T v

[7] Screen Name

If the add button is clicked for the first time on the build, Generating of listings will appear before Add Screen Permissions screen

Generating Listings. This may take a while...

(I—

® Select the screen/s from the list on Add Screen Permissions screen, then click Open Selected toolbar button

(5 Add Screen Permissions

o (&3

Open Selected | Refresh  Close

=J

501 records (11 selected)
Screen Name
General Journal
Edit Account
Entity
Batch Posting
Batch Posting Result
Bill
Bill Batch
Filter Toolbar

EEEENEEEEE

Import A P Invoice
Paid Bills History
Pay Eills

@ 2 )| Ready

Select Permission of the screens:

Module

General Ledger
General Ledger
Entity Management
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable
Accounts Payable

Accounts Payable

FI[=IES

[F] ' Pay Bills Criteria Accounts Payable
[F] Pay Bills Detail Accounts Payable
[ Purchase Order Accounts Payable

Recap Transaction Accounts Payable

p i

[ Received Ttems Accounts Payable
[C] ' Recurring History Accounts Payable
|:| Recurring Transaction Accounts Payable
[F] | vendor Accounts Payable -

No Access- User will receive a message saying they do not have permissions to open the selected screen

o]
© View Only- All fields are read only

© Add Only- User can only add new records and not view existing
© View / Add- User can View (read-only) or add new records

© Edit - User can view, edit and add new records



Menu Structure " Screen Permissi " Control Permissi

|

@ Add (@ Delete | = Layout~ T |Fi|te|'Rec0|‘d5[F3) Set Permissions: ||
Screen Name Module No Access

General Journal General Lg View Only

Edit Account General Le Add

Entity Entity Man View/Add

Batch Posting Accounts F Edit

Batch Posting Result Accounts Payable Mo Access
Eill Accounts Payable  No Access
Bill Batch Accounts Payable  No Access
Filter Toolbar Accounts Payable Mo Access
Import A P Invoice Accounts Payable Mo Access
Paid Bills History Accounts Payable Mo Access
Pay Bills Accounts Payable Mo Access

® Click Save toolbar button
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